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' © UNITED STATES DISTRICT COURT-
SOUTHERN DISTRICT OF FLORIDA -

CIVIL ACTION NO.

FILED BY MCD_pc.

MICROSOFT CORPORATION, H2- . .
PHARMA, LLC, and GATEHOUSE DOCK ; : JAN 07 006
CONDOMINIUM ASSOCIATION, INC., J

: ; : ANGELA E. NOBLE .

. A . CLERK U.S. DIST. CT,

; Plaintiffs S. D. OF FLA. - MIAM -

FILED UNDER SEAL
V.
DOES 1-7,
‘Defendants
COMPLAINT !

Plaintiffs Microsoft Corporation.(“Mi'cA:rosoft”), H2-Pharma LLC, and ‘Gatehouse Dock
.Cond.ominium Association; Inc. (“GDCA”) bring-thjs action to stoi) Defendants’ (“DbES 1-7” or
“Defendants”) malicious sAcI‘leme to distribute and exploit‘ software and services targeting

: unsuspecting vibtirﬁs for financial fraud; ) A |
NATURE OF ACTION.
bl. .. This actionAan'ses under the Computer Fraud and Abuse Act, 18 U.S.C. § 1030
(“CFAA”); the Electronic Communications Privacy Act (18 U.8.C. §§2701 et seq.); the ‘
- Copyright Act (17 U.S.C. §§.101 et seq.), tﬁe Lanham Act (15 U.S.C. §§ 1114 et seq.); and £he
Rackefeer' Influenced and Corrupt Organizétions ‘Act (18 U.S.C. § 1962(c)). This action also
involves Florida common law claims. Plaintiffs seek injunctive and 4ot'her equitable relief an'dl
damages from Defendants for their creation, control, maintenance, and ongoing use of illegal

" computet networks and piratical software to cause harm to Plaintiffs and the public at large. -

'
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THE PARTIES

2 .Plaintiff Microsoft is a corporation duly organized and existing under the laws of
the State of Washington, having its headquarters and principal place of business in Redmond,
.Washington and a Florida office located at 830 Brickell Pléza, Miami FL 33131. Microsoft is a
leading provider of technology products and services, including.computer soﬁwaré, internet
services, websites, and email services.

ge i’laintiff H2-Pharma, LLC,‘is a corporation duly organized and existing under the
laws of thé State of Florida, having its headquarters and principal place of business in
Montgomery, Alabama. H2 is a privately owne.d and fuﬁded specialty pharmaceutical company
focused on the sales, marketing and distribution of both branded and generic prescription, and
non-prescription products.

4, ; Plaintiff GDCA is a corporation duly organized and existing under the laws of the
State of Florida, having its principal place of business in Key Largo, Florida.

5. Defendant DOE 1 is a 'natural person with access to and control over
instrumentalities used in connection with the violations of law described in this Complaint,
including at least the source copy of the Windows Server 2022 Standard Evaluation version
discusspd below and the webpages loc;ted at the URLs redvds[.]com,. redvds[.]pro, and
vdspanel[.]space, and the subdomains of those URL (“RedVDS Domains”). The RedVDS
Domains are used by Defendants to market, sell, distribute, and/or operate the unauthmiized
copies of Windo{vs Server'and associaied services described in this Complaint. RedVDS
Domains host webpages that include a user portal that ca1_1.be used'to c.:ontrol virtual instances of

Windows Server, webpages that facilitate end user purchases of additional unauthorized

instances of Windows Server, and webpages offering customer support through chat sessions and
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T chat bot. :The RedVDS Domains also facilitate API functionality that p'ermits users to control
numerous computers at scale The RedVDS Domalns also facilitate-a: referral bonus program- and

>loyalty pro gram through wh1ch end users can share in the xll-gotten proﬁts generated by the

-RedVDS Enterpnse Plaintiffs beheve that a reasonable opportumty for dlscovery w111 yield
evidence that DOE 1 resides outs1de the Umted States
6. Defendant DOE 2 is a natural person who makes ongoing use of the RedVDS

i

F 'Enterprise:’s services to send fraudulent emails to and from recipierts located in the United

| States. DOE 2 has used unauthorized depictions of Microsoﬁ’s trademark an‘d logos in executing

_: a businessz em_ail compromise (BEC) sche_m'e. One of DOE 2’s BEC schemes involved victim
cornpanie; w1th ihcations in Washington and Florid:a.‘ DOE 2 compromised one victim -

* company’s ernarl systemvand' used unauthorized access to that systen_r to intercept private email

) communi‘c%atior_is and to eend ﬁ'a'udulentv emails to GDCA employees 1n March and April 2025,
resulting 1'n ﬁnancialAloss‘,es due to GDCA’s reliance on DOE 2’s fra_udulent email

® commuMéatjons. DOE 2 operates these._types of fraudulent email campaigns at.seale, resultiné in
transrnissi;on of thousan,ds;of enlails containing false and misleading depietions o’f I\/Iicrosoﬁ’\'s
¥ trademarkis and/or logos. | |
7. Defendanit DOE 3 is a natural person who makes ongoin‘g use of the RedVDS
:Enterprise’s Serviees to send ﬁ'audulent emails to and from recipients located in the,tJnited -
" States. On,ehof DOE 3’s BE.C;.sbchemes involved a European corporation and aFlorida '
' :corporatio;n headquartered in' Alabama, H2. DOE 3 gai‘ned,~ unauthorized access to H2’s email
syateni anéd,u_sed that unauthorized access to intercept private email communications and to send- - -
| fraudulent erhails to H2 corrtmencing in mid-April 2025.: H2 was decerved by DOE 3’s-emails

" and transferred r_nbne_}" to-an account controlled by DOE 3-in April and May 2025 in reliance on |
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| DOE 3’s fraﬁ'dulent emails, which impérsonated an actual employee of the European

B

corporation..

8.  Defendant DOE 4 isa natural person who makes-ongoing use of the RedVDS

fl ,Enterprise;’s services to send ‘fraudulentle‘mails' to and from recipién’gs' lqcated in the Uﬁited
Sta;tes. Oﬁie of i)OE 4’s phfshing campaigx;s I;SCd a&gched pdf files impei‘sonating HR
oompensaéioﬁ‘.sﬁmmmies tl;at c.ontain.ed‘ QR codes to deqeive the recipienfs into proyidihg theif
- account ¢rj¢dé_ntials. DOE 4 operates these types of ffaildulen_t erhail' éampaigné at scale,
résul_ting 1n transmissién of tﬁpusands ;)f émails coﬁtai_ﬁiﬁg false and misleading att;chménts.
9. - Defendant DOE'S is a natural person who makes',ongding ﬁse of the RedVDS
. Enterprise’s sérvicés to send ﬁaudulér;t'émails to and ﬁ'om recipients located in the United
3 S DOE 51is primarﬂ;) éng:;),ged in uri’éuthoﬁzed emajl account takgové.r, likely: aﬂe.r‘a
successﬁxlé .phiéh{ng attack where account: credentials were stolen. DOE 5 atte{npteﬁ, and m.ay
.hlave been; supcessful, in aC’ceséing many user accounts in 2025. Somg of the accounts accéssed
belong toAiRe‘al Estate, Co'ns.truction,- and Inlsurance compé.ﬁies in the Ijnited Siates, aqd 1oca£ed
: in Florida, California, Wisconsin, and Alabama.. T o
10';. ~"Defend;mt DOE 6 is a natural pers.on \-zvho. makes ongéing use qf thebRedVD:S
‘ .Enterprise;s services to send fraudulent cméil:s to and from recipicnts :locate.d in the United "
-States. DOE 6 is primarily engaged in unauthorized email account takéover, likely aﬁer a
; . successful phishing attack Qhere accouﬁf c;edg:ntials were‘stblen.DOE 6 é.ttempt'ed, and méy
~'have been successful, in _accessing many us"er accoun'ts‘ 1n 2025. S@)me-of fhe_ accounts accessed .
: belongin'g-j to Accounting aﬁd Manufacturing companies in the United States, and l‘ocaitéd in
' Florida, Califbmfa, and New York. | | . |

i

|-
|

|
h
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1 1 - Defendant DOE 7 i isa natural person who makes ongoing use of the RedVDS

‘ Enterpnse § services to send ﬁ'audulent emails to and from rectpients located in the Umted

States DOE 7 is pnmarily engaged in unauthonzed emall account takeover likely after a
successful phlshmg attack where account credentials were stolen. DOE 7 attempted and may .
have been successful in accessing many user accounts m 2025 Some of the accounts accessed
belongmg to Education Institutions in the United States and located in Flonda and Texas.

' 12( " Defendants collectively operate and/or control mfrastructure soﬁware and

- technical artlfacts used to carry out the v101ations of law described in '[hlS Complaint. In

addition, Defendants each contribute funds used to facilitate the,operatlon of_ the RedVDS
Doniains. Defendants also each receive ﬁnancial benefits from 'operation of the RedVDS .
Domains o |

‘ 13' l Plaintiffs are uncertain of the true names and capacities of Defendants sued herein
as Does 1;7'inclu'sive’and therefore sues thé‘se‘Defendants by such ﬁ’ctitious names. Plaintiff will
amend thlS complaint to allege Defendants’ ‘true names and capacitieswhen ascertained with - |
reasonable .‘certainty. Plaintiff will exercise due diligence to deterrnine Defendants"~true names, -
c_apacitiesg, and contact infonnation, and to effect service unon thos'e;_Defendants.' ¥

145 4% Each of the Defendants is responsible in some mannery_for the occurrences herein _

alleged, and the injuries and the injuries to Plaintiffs’ customers alieged'ar‘e proximately caused

by such Defendants.
15. The actions and omissions alleged herein to have been undertaken by Defendants :

individuaily i’vere actions and omissions that each Defendant authoriZed» controlled, directed,
(470

; " benefited from and/or that each Defendant had the ability to authonze control or direct, and/or

)

were actions and omissions each Defendant ass1sted particlpated in, or otherw1se encouraged,

"l
1
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and are actlons for Wthh each Defendant is hable Each Defendant alded and abetted the actions

. of Defendants set forth below 1n that each Defendant had knowledge of those actlons and

3 omlss1ons1 provxded assrstance and beneﬁted from those actlons and omlssmns, in whole or in

o 'part Each Defendant was the agent of each of the’ remamlng Defendants and in domg the thmgs =

' »{heremaﬁer alleged was’ actmg w1thm the course and scope of such agency and w1th the

: perrmss1on and consent of other Defendants

2‘:" ot JURISDICTION AND VENUE

e & 1_6'; The Court has subject matter _]urxsdlctron over th1s actlon pursuant to 28 U. S C §

i "“1331 because this. actlon anses out of Defendants v101at10n of the- CFAA (18 U.s. C § 1030), the

.'ECPA (18 U. S C §§ 2701 et seq ), the Lanham Act (15 U S C §§ 1114 1125(a), (c)), the
i _-CopyrlghtI Act (17 U S C §§ 101 et seq ), and the Racketeer Inﬂuence and Corrupt
g -Orgamzatl ons Act (l 8U. S C § 1961 et seq. ) The Court has supplemental Jur1sd1ct1on over

3" Plaintiffs’ state law claims pursuant 028 US.C. § 1367

‘ 4‘1'_7'| In carrymg out the conduct descnbed 1n thls Complamt Defendants have avarled

3 r:uthemselves of the pr1v1lege of conductmg busmess in F lor1da and have directed acts complamed

- of herem toward the. state of Florlda and thls Judrmal d1str1ct For example in carrying out the i

" ,‘ seheme descrrbed in tlns complamt RedVDS contracted w1th and used the hosting: serv1ces of
A RehableSrte Net LLC a U S. company headquartered in M1am1 F londa sert fraudulent roag

, commumcatlons to v1ct1ms in Florlda recelved momes from v1ct1ms located in Flonda and ;

) .'-.‘otherwrse‘sdlrected their act1v1t1es towards FIOnda' corporatrons tand Flonda-'res‘ldents

T

A

: 1*8;., Defendants have acted at all tlmes relevant w1th knowledge that the1r acts would
it .

e ‘cause harrn through computers located in Flonda thereby 1njur1ng Plamtlff its’ customers, and




LY
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../ .

i others in the Umted States. . Defendants used plrated vers1ons of Wmdows Server hosted on

: 3
\\

computers that geolocate to M1am1 F londa
19 g Defendants also have sufﬁelent natronal contacts w1th the Umted States as a"

.whole to subJect each Defendant to the Court s Junsdlctlon consrstent w1th requlrements of due
1 , X . .
proc‘ess. For ,example Defendants intentionally aval_l'ed ,thexnselves of the pnv11eg‘e of domgﬂ.\_l :

'busmess in the Umted States by

t 0.,' . Co tractmg w1th and ut111zmg the servrces of Cloudflare Inc a U S. company
- headquartered in.San Fran01sco, Cahfomla that provides network 1nfrastructure and ‘
proxy services : :
, _ ; ] .
o Contractmg with and utrhzmg the services of Interserver Inc a U S. hostmg company
y headquartered in, Secaucus New J ersey: - : ek
- f 5g i =
o Contractmg with.and utlhzmg the services of Rehable81te Net LLC a U S. company
T ;headquartered in Miami, Florlda

: 0'-, Contractmg with and utlhzmg the servrces of Ven81gn, Ine a U S. Company, to reglster
b and use the RedVDS “com” domams

--e. ‘Using the U.S. wires’ to transmlt computer commands and electronle commumcatrons to
0 yie t1m computers ' ;

o Using-computers located in t'he ULS. to.‘h'o_st pirated :copies of Windows Server iy

e Targetmg and v1ct1mlzmg U S. eompanles organlzatlons and persons, as’ d1scussed

" herein.

:20 _ Accordmgly, to the extent Defendants do not have sufﬁcrent contacts w1th Flor1da
, ‘alone to support Junsdlctron and venue in. thJs Court each Defendant is subj ect to Junsdrctlon

based on therr natlonal contacts w1th the Umted States and is thus subject to natlonal serv1ce of

i "proic'ess.and Junsdrctlon 1s proper in thlS Court

A Pursuant to 28 U S. C.§ 1391(b), venue is proper in this Judrcral dlstnct A

, ~substa1it1a part of the events or nse to Plamtlffs claims, and a substantxal amount of the

: mﬁastruc%ure used to carry out Defendants scherne is 51tuated 1n thxs _]udlClal dlstnct Venue is

I ~_' . T ‘~ 1 e = 8 . X .: y P i.

P
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.proper in thrs jud1c1al drstrrct under 28 US.C.§ 1391(c) because Defendants are subJect to " .
personal Junsdrctlon in this Jud1c1al d1str1ct b
i .+ FACIUALBACKGROUND.
| i . - 0,vervrew = Tk . o
22 ; | ‘Microsdigt;..ls the .\velf—known .creator.and provider'o.f.the Windovvs op‘erating.'-
Y ;'system and a.vanety of related soﬁware and servrces Mrcrosoft has mvested substantral
_r resources 1n developmg hrgh quallty products and services. Due to the hlgh quahty and
} ' effectrvene::ss of Mrcrosoft’s products and services and the expendrture of srgmﬁcant resources 5
' by Mlcrosbﬁ to market those products and servrces Mlcrosoﬁ has generated substant1al goodwrll
. X l .
‘wrth its’ customers estabhshmg a strong brand and developmg the Mrcrosoft name and the names "
£ of 1ts products and servrces 1nto strong and famous world-w1de symbols that are well-recogmzed
wrthm 1ts channels of trade‘ chrosoﬁ has regrstered trademarks representmg the qualrty of its.
iy products and services and 1ts brand mcludmg the Mlcrosoﬁ® W1ndows® Outlook® and ,
' ':‘_:':Mrcrosoﬁ 3365® marks. Mrcrosoﬁ also uses well known and wrdely recogmzed logos for its ", -
products 1’ncludmg the Wmdows and Mrcrosoﬁ 365 logos : ; il i
o '23-.1 g Operatmg systems lrke Wmdows face an onslaught of secunty threats from
malware and explorts to unauthorrzed access and pnvrlege escalatron To address the ever- o
g .:evolvlng threat landscape, Wmdows is desrgned with zero- trust prmcxples at its core offermg
i“ : powerful secunty from chlp to cloud Wmdows mtegrates advanced hardware and soﬁware
'f‘:h'.‘,protectl_on ensunng data mtegrlty and access control across dewces

et 24 , Mrcrosoﬂ's Secunty Development L1fecycle (SDL) embeds comprehensrve

' security requlrements technology specrﬁc toohng, and mandatory processes mto the -

: developmcnt and operatron of all soﬁware products All development teams at Mrcrosoﬁ must

<t
ot
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adhere to the SDL processes and requirements, resulting in more secure software with fewer and
less severe vulnerabilities at a reduced development cost.

.25.; Although Microsoft is constantly evolving, enhancing, and innovating its security
P . e = e
technology, increasingly sophisticated cybercriminals are also constantly evolving and working
I . i .

on new ways of defeating cybersecurity measures. Research shows that employees, including

their devices, services, and identities, are at the center of attacks on businesses of all sizes. Some

!

iéading thrgeéts include identity aftacks, ransomware, térgeted' phishing attempts, and BEC."

26:  The scheme carried out by Defendants in this case ei(empliﬁes the type of
i : k ;
" evolving t}‘1reat that Microsoft and its customers face. Defendants are a group of criminal actors -

working together to operate a malicious computer network comprised of computers and virtual
machines fumiing unauthorized copies of Microsoft’s Windows Server Software in order to
~ remotely carry out activities like phishing attacks, unauthorized account takeover, unauthorized

computer intrusions, and financial fraud. Defendants also. participate with each other in a

_mar‘ketplaé:e that offers) s_er\{ice's gnd.so'ﬁware related to their mglicious activ@ties. :

§ , 4 Microsoft’s Windows Server Software
"27!- " Windows S;erver i§ Mi&osoft’s enterprise server platform that enables
o(rge'\nizatiéns'to run and secure ap.plicati‘ons, services, and workloads across on—prémises, hybrid,
and cloud ienvironmeﬁts. Built on decaf:ie.s‘df Win_dows innovation, it serves as the backboné for

- millions o:f 6rgémizations worldwide, pdwering everything from file servers and web applications

‘to-complex enterprise workloads and Al-driven solutions.
a2 4
28;  From a user interface perspective, Windows Server is similar to the common
|

version ofiWindows that most users are familiar with, but Windows Server has additional _

feamres-d%siéned to help manage d;clfc,a and applicati'oné across multiple computers.

)
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29.  Like many Microsoft products, Windows Server is licensed, not sold to end users.
In order to obtain a license and lawfully use Windows Server, users must agree to a license
agreement that requires, among other tﬁings, an agreement not to use Microsoft’s software for

: ﬁarmful puréoses. One element of Microsoft’s licensing program is a cryptographically
génerated key, sométimes‘ referred to as. a product key, license key, or license certificate
(“Windows Server Key”). Windows Server Keys are unique alphanumeric codes
cryptographically generated by Microsoft to validate the license status of a copy of Windows
Server.

30.  Microsoft’s Windows Server software is generally licensed through Microsoft
Cornmerciial Licensing programs. Specific license terms for Windows Server are defined in the
Microsoft Commercial Licensing Product Terms, the Microsoft Commercial Licensing
agreement under which it was acquired, and/or its original equipment manufacturer (OEM) or
Retail Software License Terms. |

Bils Windows Server software licenses are sold through channels designed to meet the
unique neéds of customers. These sales channels include‘ online retaiiers offering full packaéed
product (F;PP_) licenses of Windows Server software, original equipment manufacturers (OEMs)
offering pre-installed licenses with their hardware systems, as well as Licensing Solutions

' Partners (LSPs) and Enterpﬁse Software Advisors (ESAs) offering Windows Server software
through Microsoft Commercial Licensing programs for end-customer organizations..

32{ The current version of Windows Server is Windows Server 2025. There are three

versions o:f Windows Server 2025 commercially licensed by Microsoﬁ. Windows Server Data

" Center Edition is ideal for highly virtualized and software-defiried datacenter environments.

Standard edition is ideal for customers with low density or non-virtualized environments.

10
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bl

. Essentials edition is a cloud-connected first server, ideal for small businesses with up to 25 users

‘ and 50 devices. Windows Server 2025 Essentials edition is available to purchase from_OEMs

-only.

33.; . Windows Server includes technologies designed to simplify the task of -
e \ : _

configuring the distribution and managementof an organization’s volume software licenses. For

" example, Microsoﬁ’s Volume Activation is a set of technologies and tools designed to automate:
: . . :
} the produc:t activation process for systems that are deployed under a Microsoft Commercial
! ; 3 o :
Licensing ; ‘agreement. Volume Activation Services is a server role in Windows Server (2012 or

74

later edltrons) that enables a customer to automate and sunplrfy the issuance and management of

Microsoft soﬁware volume lrcenses for a variety of scenarios and envrronments Wlth Volume
/

- -Actrvatron, Servrces, c_ustomers can install and conﬁgure the Key Management Service (KMS)
! E i = 3
and enable Active Directory-based Activation.
34!  KMS is a role service that:llows organizations to activate systems within their

- network 'fr'orn a server where a l(MS host has been in_stalled. With'KMS, e professionals.l can -

(R complete actrvatrons on thelr local network eliminating the. need for individual computers to .

* connect to, Mlcrosoft for product activation. KMS does not require a ded1cated system and it can

-‘.be cohosted ona system that prov1des other services. By default volume editions of Windows
client and server operatmg systems connect to a system that hosts the KMS service to request

. activation. No action is requ1red from the user. '

I

|

h

35: Active Directory-based activ'ation is another role service customers can use to

. l
manage volume lrcensmg Active Drrectory-based activation allows the customer to use Active

. Directory D0main Services (Active Directory DS) to’store activation,objects, which can further

- simplify tlie task of maintaining volumie-activation services for a neﬁvork. With Active

L
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Directory-based activation, no additional host server is needed, and activation requests are
processed during computer startup.

36. Any'comptiters running Windows Server 2016 (of later editions) with a Generic

Volume [;icenSe Key (GVLK) that are connected to the domain will activate automatically and
transpareatly. They will stay activated as long as they remain members of the domain and
maintain ﬁeriodic contact with a domain controller. Activation takes place after the licensing
service starts. When this service starts, the computer running Windows Server 2016 (or later
ed’iftions) contacts Active Directory DS automatically, receives the activation object, and

activates without user intervention.

i : 9
37.  In addition to commercially licensed versions of Windows Server, Microsoft also
licenses evaluation versions of Windows Server for customers who wish to evaluate the software

before entering into a commercial license. Evaluation licenses only authorize usage for 180 days

and these licenses may not be sold or used in live operating environments. Microsoft currently

1

only offer:s evaluation licenses for Windows Server 2025 on Azure, Windows Server 2025 64-bit

ISO, and Windows Server 64-bit VHD. Evaluation versions of Windows Server must be

activated over the internet in the first 10 days to avoid automatic shutdown.
The RedVDS Enterprise and its Unlawful Virtualization Services
38,  Each DOE Defendant is a member of an organization that is conducted through a
pattern of illegal .activity (“RedVDS Enterprise”). The RedVDS Enterprise markets, sells, hosts

and uses Limauthorized evaluation copies of Windows Server 2022 Standard in a virtual

environmént that can be remotely accessed from any computer connected to the internet. The
e

“VDS” in'RedVDS stands for “virtual desktop server”, as DOE 1 markets the RedVDS service

as a service that allows users to remotely access .a virtual Windows desktop that can then be used

12
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; ~ 5 SN
g asa server, to facilitate network operations for multiple computers For example, a user can use
one computer to remote into a RedVDS virtual Wmdows Server runmng on a different computer.
. and use that Wlndows Server computer as a hub for controlhng networks of other computers. In .
other words the RedVDS Enterprise is sellrng and operatrng a grey-market Wlndows Server ;
service usmg evaluation copies of Wmdows Server 2022 over which Microsoﬁ has no control

39 At some point prior to 2023, DOE 1 obtained a copy of Windows 'Server 2022

i frorn Microsoﬂ or a third party. In order to download and install Windows Server DOE 1 was .

required by Mlcrosoft’s systems to agree to Microsoﬁ’s terms of use and lrcense agreement for
~ the Wmdolws Server so&ware ] RaF 3 ok 0
40'1 ~ The copy of Windows Server obtained by DOE 1 contains an embedded
evaluation Windows Server Key that enables 156 days of usage; after 15 6 days of usage, a user I
. '_I'CCCIVCS almessage mforrm_ng them that their evaluation license has expired and prom‘p_ting them
to obtain a proper usage license. DOE l‘unlawfully cloned this copy of Windows SerVer andits .
. embedded Windows Sever Evaluation key in order to enable an unlimited number,of users to run :

o 'copies of t;_h'e cloned RedVDS Windows Server instanice.

41: ' In violation of Microsoft’s licensing terms, DOE 1 installed one copyof Windows

- Server onto a v1rtua1 computer with the 1dent1fy1ng Computer Net BlOS Name “WIN- -
i BUNS25TD77J o DOE 1 then created numerous images of this vxrtual computer for distribution
to multiple end users. In this context, ‘th‘e_ term “image’ refers to a snapshot o_f the entire~state ofa
system, disk, or environmcnt at a specific point in time. An image usually includes operating
. System ﬁlcs,_.installed applications, conﬁgurations settings, and sometimes boot sector data.

42!  These images were then mounted across a variety of hosting sites in locations all-

over the world. An open-source virtualization software Quick Emulator, or “QEMU?”, is used to
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- manage the deployments of these images. Because each-image represents a copy of the original
~.system as 1t existed at the time of imaging, the evaluation license timer in the Windows Server

’ .soﬂware.réﬂects the number of days left in the evaluation period at the time of the imaging.

i
H
i

Becduse DOE 1 created the image at a time when there were 156 days remaining on the

1

‘Windows §erver evaluation license, each instantiation of that image will also show: 1 56 days
remainingfevaluation usage, even after the original 156-day period has expired. DOES 1-7 each

- used these'images to conduct unlawful activity.

43.5 - The RedVDS Enterprise tr_afﬁcs and uses the unauthorized images and copies of

P i s . |
" the origin’til Windows Server and Windows Server Key through the website located at the URL

i redvds[ ]cam Microsoft believes that the RedVDS Enterpnse has distributed thousands of

unauthonzed coples of W1ndows Server

- 44) The RedVDS Enterpnse engages the serv1ces of other third-party hostmg

prov1ders and installs unauthonzed copies of Windows Server on those hosting provrders

~ setvers, 1npln_dmg within the United States. The RedVDS Enterprise then sells access to these

copies of 'Windows Server'to end users at a-ate of $24 to $80 per month, depending'~'on storage,

" CPU, and rnemory preferenees. The RedVDS'EnterpriSe maintains and uses a significant number .
0 .of active Virtual 'se'r'vers nronthly. These“s'erv_ers are used by cybercriminals, facilitating a wide
‘ range of ’ili_lioit activities teréeting Microsoft and its customers. Microsoft’s Digital C_rirnes Unit
-has linked: RedVDS inﬁ'astrncture to numerous security incidents and has determined tlrat
: ‘. 'RedVDS 1s a significant and persietent e‘nabler of attaeks dgai’nst users of Microsoﬂ’s operating

systéms, communications services, and cloud computing services.

14 ~ e 1
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Malicious Use of RedVDS’s Piraticai Windows Server Instances

4_5 A Commencmg in 2024 Mlcrosoft observed the existence of numerous malicious

- Windows hosts with the Computer Net BlOS Name WIN- BUNSZSTD??J Further investigation -

"revealed that the WlN—BUNSZSTD77J identifier is assocxated with thousands of stolen

l

' credentlals invoices, mass mallers and phish kits. MlCI'OSOﬁ determmed that the host machmes

assomated w1th WIN -BUNS25TD77J were all created from the same vn'tual computer 1mage

)
b These 1mages contain the: cloned evaluatlon copy of Wmdows Server 2022 discussed above.

46, RedVDS’s user interface makes prominent use of Microsoft’s Windows Server
_trademarkiand.trademarked Microsoft Windows logo. Figure1 below 'depicts the RedVDS us'er‘

interface:
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47.  Figure 2 below depicts the RedVDS user interface displaying Microsoft’s

trademarks and Windows logo:
Fig, 2
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48.  Figure 3 and Figure 4 below depict the user interface encountered by RedVDS

end users upon executing the 2022 copy of Windows Server provided by RedVDS.
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Fig. 3
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49.  End users purchasing services from the RedVDS Enterprise typically tender

payment to DOE 1 via one or more crypto wallets. Since June 2023, approximately $5.3 million

in cryptocurrency transactions have been linked to purchases of the RedVDS Enterprise. This

amount likely represents only a portion of the total revenue, as Microsoft’s analysis is limited to

the cryptocurrencies used during the controlled purchases it conducted from RedVDS. RedVDS

accepted payments in additional cryptocurrencies that were not included in our purchases.

50.  After receiving payment, DOE 1 deploys an automated process to create a virtual

machine for the end user using the image and copy of Windows Server 2022 discussed above.

End users then use the RedVDS virtual machine image, Windows Server software, and hosting

services to remotely access and control for a variety of malicious purposes. Figure 5 below

depicts the basic architecture of the RedVDS hbsting service.

Fig. 5§
redvds.com
i g
! f - Make Payment ?_j
] Crypto Wallet
1 ' Automation to
T Create VM
) y
E ¥ E - (XX = 0 Toe ES o i
: @ AIERTOe 10 5‘1?3 5 Eé Eé z ' ‘Server Locations
t T . - :
E : g .: France :i:;;zm Germa ny_ Netherlands g::::: Canada E
s 1 A ST e e T R AL 1 T ,
' : H :
‘ e : 1010 . il
§ @ e IDVALORLE [ 1010 @ ! Cybercrime Tools
f 5 5 |
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51.  RedVDS users unlawfully use Microsoft’s copyr;ght protected software and/or
Microsoft’s well-known trademarks and logos to carry out various forms of wire fraud.
3 52{ Figure 6 below depicts an example of a RedVDS'-enabled BEC scheme that used
: Microsoﬁ’fs trademark and a well-known Microsoft logo.
Fig. 6

/Play__New__\VM___01min 10sec____%3b-7805732645_02d00d2 1efded50d97d269¢ 16fdef910bfaa1 1ed.html

0:00,210 ) @ T

£2025 Microsoft. All rights resesved.

T T AT TR T T BC B . 4 e

53 Investigation into RedVDS revealed that it is not a registered company or legal
entity in a.ny state or nation. The Terms of Service indicate it is governed by Bahamian Law, and
the domain registration for the RedVDS URL provides what appears to be a fake name (“David
Rico”) anciil fake address. For example, the domain registrant address given for RedVDS
corresponds to a University of the Bahamas International Building that has been demolished. The
use of fakf: name and address information is consistent with trade craft commonly used by

perpetrators of ongoing software piracy and cybercrime schemes.
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S,

Defendants’ Victinﬁzation of H2

54. In early 2025, H2 began discussions with a European supplier about ways for H2 :
to reduce its transactional costs. These discussions involved email communications about
éwitching H2’s ;;ayment mechanism from wire transfers to ACH payments.

55, Unbekndwnst to H2, its email system had been compromised by one or more
DOE Defendants. One or more DOE Defendants monitored H2’s communications with its
‘supplier and waited for an opportunity to defraud H2.

. 5 6: After obse;rving H2’s email discussions with its supplier, at least DOE 3 used their
unauthorized access to the co;npromised email account to rnisleéd 4H2 about H2’s ACH inquiry
and to misidirect H2’s payments.

57; In April 2025, DOE 3 sent to H2 emails from an account that appeared to belong
to H2’s supplier providing documentation and instructions to facilitate H2’s payment of money
to an acco'unt that H2 believed bélonged to its supplier. In fact, the email account was fraudulent
and the bank accoﬁnt referenced in DOE 3’s emails was under the control of at least DOE 3.

58. DOE3 fraudulently caused H2 to send multiple significant payments of money to
the subject account in April and May 2025. As a result, H2 sustained a substantial seven-figure
loss. AS

59.  H2 learned that it had been defrauded in May 2025 when its supplier inquired
about the status of the payments H2 gttempted to send to the supplier. H2 promptly reported
DOE 3’s cérime to lawzen'forcement.

Defendants’ Victimization of GDCA

60.  In March 20205, GDCA and one of its contractors were each in the process of

setting up new bank accounts. Around this same time, GDCA engaged in email communications

20
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and video conferences with its contractor’s representative inter alia about the timing and routing
of payments for services and materials the contractor was providing to GDCA. GDCA'’s

contractor;stated that it would provide GDCA with new bank account information in the coming
I

S

weeks.

61.§ Unbeknownst to GDCA, the email account of the contractor representative
Gatehousei was communicating with’had been compromised by one or more DOE Defendants.
One or more DOE Defendants monitored GDCA’s communications with its contractor and
waited for-; an opportunity to defraud GDCA.

62/  After observing GDCA’S email discussions with its contractor, at least DOE 2
used the c<§>mprornised contractor email account 'and a homoglyph of that email account to
mislead Gi)CA and to misdirect GDCA’s payments.

63.3 In April 2025, DOE 2 sent to Gatehouse an email providing documentation and
instructiorés to facilitate GDCA’s payment of money to an account that GDCA believed belonged
to its contriactor. In fact, the account was under the control of at least DOE 2. This email was
sent aboutg one week after GDCA’s contractor told GDCA to expect to receive contractor’s
updated ba:mk account information in about a week.

64.  DOE 2 fraudulently caused GDCA to send a significant payment of money to the

subject account in April 2025. As a result, Gatehouse sustained a substantial six-figure loss.

N

Defendants’ Ongoing Activities

65.5 Defendants continue to operate and use the RedVDS in the manner explained
above. DOE 1 continues to sell pirated versions of Windows Server 2022 and to assist RedVDS

end users in circumventing Microsoft’s licensing system, and a reasonable opportunity for

21
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i -,"rvdrscovery is 11kely to show that DOES 2 7 contlnue to operate BEC attacks and other- mahcwus
actrvmes via the RedVDS semce - V '
i 66i “The RedVDS service ,continues to facili_tate. numerous_' ph‘ishing campaigns and o

'wrelated act1v1t1es at scale Eh % - | |

671 : Defendants are carrymg out’ the1r scheme throughout the Unlted States Vmcludlng
) . in the statel ofFlonda e '

; CLAIMS FOR REL'IEF i

e el FIRST CLAIM FOR RELIEF.
L,

pew Vlolatrons of the Computer Fraud and Abuse Act (H2 and GDCA. against DOES 1-7)

o E 68 k Plamtlffs reallege and mcorporate by th1s reference each and every allegatlon set -

forth in paragraphs 1 67 above

691 Defendants knowmgly and 1ntent10na11y accessed H2’s protected computers

: 51't_w1thout adthonzatlon and knowmgly caused the transrmssmn of a program information, code .

J

and comrrlands, resulting in damage 9 the protected computers
70 Defendants knowmgly and mtentlonally accessed GDCA ] suppher ] protected i

s i 'computers w1thout authonzatxon w1th the mtent to defraud GDCA and knowmgly caused the \

.. -‘tran,smii_ssmn ofa program 1nformatron, code and commands resultmg in damage to the

. protected .,omputers R
|
; 4)

71‘ Defendants knowmgly and w1th 1ntent to defraud accessed protected computers
w1thout authonzatlon and by means of" such conduct furthered the 1ntended fraud and obtamed

! i

R substantral surns of 1 money from H2 and GDCA

gl "72i; Defendants conduct mvolved mterstate and forelgn commumcatlons ;

T
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t

73. g Defendants’ .conduct has caused a loss duriné a one-year period aggregati.ng.‘more
'thanl$5;0QO. Hé’s loss includes a seven-figure payment fraudulently sent to an aecount,under
- one or rnore Defendants’ centrol. GDCA'’s loss includes the sum of rnultiple sinﬁgnre payments
: :.fraudulentilyi sent to an account under‘o_ne or more Defendants’ control.

74, Plaintiffs seek injunctive relief and compensatory and punitive damages under 18
; .

ESIC §1030(g) in afn amount to be proven at trial.. oo

’75 - As a direct result of Defendants actrons Plalntlffs have suffered and contmue to

- suffer irreparable harm fo_r which there is no adequate remedy at law, ‘and which wﬂl continue

5 N il

" unless Defendants’ actions are enjoined. ]
P ' SECOND CLAIM FOR RELIEF
" Copyright infringement (Micresdfr against DOES 1-7)
| g ¥

76, . Plaintiffs reallege and ineorborate by thrs reférence each and every all_egation set

~ forth in paraéraphs' 1-67 above.
vk 77; Microsoft holds a copyrrght reglstratlon for Windows- Server 2022, ‘on file with
! " the copynght ofﬁce as, Regwtratron No TX0009008683
78' Defendants have reproduced drstnbuted dlsplayed and/or sold unauthonzed
- copres of Wlndows Server 2022. ‘
79 Defendants have willfully 1nfrmged Mrcrosoﬁ’s copynghts for commercral gain.
80 - Defendants are causing Mlcrosoﬁ moneta.ry damages .
7 81. . Defendants are causing Mlcrosoﬂ 1rreparable harm .

| : e 1
82. . Microsoft is entitled to damages in an amount to be determined at trial or in the

"
o 3

-alternative to maximum statutory damages. Ji

. 83.  Microsoft is entitled to an award of attorneys fees on its c‘opyrighr claims.

-
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THIRD CLAIM FOR RELIEF

Trademark Infrmgement, False Desngnatlon of Origin, and Dilution by Tarnishment
' (Microsoft against DOES 1-7)
84. PIamtlffs reallege and incorporate by this reference each and every allegation set

: .forth in paragraphs 1-67 above.

i
e |1

s

I

Mlcrosoﬁ® isa reglstered trademark owned by Mlcrosoﬁ U.S. Trademark

| Registratidn No. 1689468. The Microsoft® mark is fam_ous, distinctive, and Widely'recognized

' by the general consuming public of the United States as_ a designation of the source of goods or

services.

86. Windows®.is a reglstered trademark owned by Microsoft, U.S. Trademark

: Reglstratlon No. 770641 5. The Wmdows® mark is famous, dlstmctwe and widely recogmzed

|

" by the general consuming public of the Umted States as_ a designation-of the source of goods or

services.

87. Mlcrosoﬁ 365® is a registered trademark owned by Mlcrosoﬁ U.S. Trademark

S Reglstratlon No. 6701693. The Mlcrosoﬁ 365® trademark is famous, dlstmctlve and ‘widely

4 recognizecil by the general consuming publi’c-of the United States as a designation of the source of

T
goods or services.

88, e Defendants are importing, distributing, trafficking, and using non-genuine copies

of WmdoWs Server 2022 and/or copies of Windows Server 2022 that are not intended for sale in

l

“the Umted States

89; ~ The copies of Windows Server 2022 offered by the RedVDS Enterprise and
1 ;

' -trafﬁcked,! 1mported, and used by each DOE Defendant are materially different from the

'evaluation‘ and comr'ner_cial versions of Windows Server currently offered for license by

- Microsoft!in the United States.
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00 Defendants are depriving Microsoﬂ of its abi]ity to contro_I the quality of its
_ Windows Sewer soﬁ_ware.d_ i o
91 .'; Defendants’ fraudulent ernails contain unauthorized and counterfeit copies of one
- or.more chrosoft trademarks or afﬁllated logos in a manner that is hkely to cause confusion, or
"to -cause rnlstake or to decelve as to the afﬁhatlon connection, or assomatlon of Defendants and
‘ Microsoﬁ,: or of Mlcrosoﬁ_’s sponsorship, or approval of Defendants goods, serv1ces', or
: commercial activities. ey
92.  Defendants’ conduct harms 'Microsoft’s-feputation and is likely to dilute by
tarnishment Microsolﬁ’s"farnous marks. ﬂ
‘ 93.; < Microsoﬁ isentitled to ac'tual damages man ainount to be proven at trial
94. . Asadirect result of Defendants’ actions, Mlcrosoft has suffered and continues to -
suffer 1rreparable harm for which it has no adequate remedy at law, and which w111 continue
unless Defendants actions are enjoined. | | -
95i- - Mncrosoﬁ is- entltled to an award of attorneys fees on 1ts trademark c1a1m

FOURTH CLAIM F OR RELIEF

. : Vlolatlons of the Racketeer Influenced and - i
Corrupt Orgamzatlons Act (RICO) 18 US.C. § 1964(a), (c)&(d) (Plamtlffs agamst DOES

17)

._1.

96?.‘ Plaintiffs reallege and incorporate by this reference each'and every allegation set
s . ) -

- forth in palragraphs 1-67 and 76-93 above
97. . DOElis conductlng the affairs of the busmess known as RedVDS through a
pattem of’ ‘iracketeenng DOE 1’s pattern of racketeering conduct 1ncludes numerous violations

of18 U. S:C 2389 18 U.S. C. 2320 and 18 U.S.C. 1343 over.at least the penod oftnne from

2024 to present
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98 In addition DOES' 1-7 are members of an ongoing association’-in-fact-enter'prise
-. (the “RedVDS Enterpnse” or “Enterpnse”) cons1st1ng of at least DOE 1 and DOES 2 7, each of
whom is usmg one or more of the 1nstrumenta11t1es descrlbed herein to commxt wire fraud,
* criminial copynght mﬁmgement and cnmrnal rtrademark 1nﬁ'1ngement in vxolatlon of federal law.
99?‘ " DOES 1-7 have consplred to conduct the affalrs of the RedVDS Enterprise.
4 100'. . DOES 1-7 have each invested, dxrectly or- 1nd1rect1y, income derived frorn a
~ pattern of rackettermg, or the proceeds of such income, in the operatlon of the RedVDS
Enterpnse | .
101. The Enterpﬁse’s members function as a comi_nuing unit for the common purpose'
1 of achrevirlag the objec'tives:of the Enterprise, including the comrnon.objectives .o‘fuvire fraud_; |
‘ acces's .de\;/ic'::e.ﬁ'aud“, and unauthoﬁzed distribution of. counterfeit marks, counterfeit soﬁuvare, and
inﬁ‘in_ging materials. |
| 102 Defendants have conducted the affairs of the Enterpnse through a coordmated and -
continuous pattern of 111egal actlvrty in order to achleve the1r common unlawful purposes.
| 103. . A reasonable opportumty for d1scovery will yleld ev1dence that Defendants
. _ pattern of] lwne fraud- and access dev1ce fraud predates and postdates the conduct descnbed
| herein. |. ' |
A 1 04 ) The Enterprlse has engaged in activities that affect 1nterstate commerce through a
’ pattern of racketeering activity. ‘ |
1();5._ Defendants consplred to operate the Enterprise through a pattern of racketeering

actmty in furtherance of the common purpose of the Enterpnse sometime prior to Apnl 2025.

; Thereafter, each Defendant took wrongful acts in furtherance of their unlawful agreement by

supplyingg resources to the'Enterprise.
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106. Defendants continuously and effectively carried out the purpose of the Enterprise
- from at least 2024 to present,.causing harm to the business and property of Microsoft and others. -
it Defendant:s represent a continuing threat to Microsoft and others.

10;7. "W'ir'e Fraud (18 U.S.C.v § 1343). At some poinf prior to April 2025, Defendants _‘
: devised a scheme to obt‘aih money or property from Microsoft customers and others, and to
defraud Mierosoﬁ customers and othefs. For example, mul_tiple Defendants participated in 'thé
sehe'me to" defraud f{2 of money through a sophisticated BEC attack. 'rMul'tiple Defendants.
3 partmpate;d in a'similar scheme to defraud Gatehouse through a s1m11ar1y sophlstlcated BEC
_ attack. : |
10{8. | From Mareh to April 2025, Defendants transmitted and/or caused to be
'trans'mitte"d by means of wire comrmnication in intefstate and foreign commerce wfitings
s1gnals a1'1d pictures for the purpose of executing their scheme to defraud For example, on
numerousi occasions between March to- Apnl 2025, Defendants transm1tted by means of wire
commumeatlon mmterstate and foreign commerce emails des1gned to deceive v1cnms 1nto
clicking-nfmlicious links, sending mofiey to acconnts cont'rolled'by Defendants, and Ao’ther»
; m’alicious,conduct. Defendants confinue to use cornmunications ~’crans,lnzittedb'y means of wire
connnunieation in interstate and 'foreign commerce in furtherance of their scheme to this day.
_ 10i9,_ Criminal Copyright .Infringement' (18 US.C. § 2319) For over sixth months,
& Defendants have 1ntent10na11y and knowmgly engaged in willful oopynght 1nfnngement for
| purposes of commercial advantage or pnvate financial gain.

1 1;0. Criininal Trademark Infrmgement (18 UiSIG! § 2320) For over six months

Defendants have 1ntent10nally and knowingly used one or more counterfelt marks on or in

connectlon with goods or services trafﬁcked in the United States.
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11 1 A reasonable opportunity for'diseovery is likely to'yield evidence that Defendants
have eng'aéed in similar unIaV\.(ful, cenduet ip the past and that at least fWo Defendantg are known
~ associates ?of 'one another. Defendantsf preexisting associations and pattern of unlawful activi'ty
-make 'therrilia continuing risk for conductiag the affairs of the Enterprise through-a pattem of
racketeexddgi_ ; '
| 11;2_ - The conduct described above has caused harm to Micro_eeﬂ’s, H2’s, and GDCA’s -
- ~respective,§busine‘sses and eropeny in an amount to be‘c.omputed at“tr'ial.
113. The conduct described above was wiilfdl and with kno'wledge of wrongdoing.
114. Plamtlffs are entltled to and hereby demand treble damages attomeys fees, and
~ costs of sudt in addltlon to prellmmary and permanent mjunctlve rehef 4 |

i
'

S, ; FIFTH CLAIM FOR RELIEF .
Vlolatlons of the ECPA 18 U.S.C. § 2701 (H2 and Gatehouse against DOES. 1-7)

il 1;5 _Pla;ntlffs reallege and mco_rperate_by this reference each and ever‘y a]léganon set
forth in pafragraphs 1-67 above. . ‘
11:6. H2, Gatehod_se, and its coﬁtractual counterparty’s email syétems and 'eomputexfs
-~ are facilitiies threugh which -eleetronic cemmunication service is provided to users. |
~1_ 1;7 Defendants knowingly and intentional_ly.accessed these email systems and
._.ce'mputer_si without authorizati'on'. A -
1 18 A Through this unauthorized access, Defendants intercepted, had accéss to, obtained
-and altereil; ahd/or px,('even‘ged legitimat:e,iautherized access to, wire and electronic A
cemmuniéati-ena transmitted through the eomputers and email aystems.’
1 19 In eonrieetion with this interception, Defendants have intercepted and gained

i
{
i

access to the contents of such wire and electronic communications, including access to the
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-~

' passwords, personal identifying information, sensitive financial in_formation, or other private
information contained in such communications.

120. As a direct result of Defendants’ actions, Plaintiffs have suffgred and continue to
suffervirreI.Jarable harm, for/which there is no adequate remedy at 1;1w, aﬁd which will continue
unless Defendants’ actions are enj;)ined .

121.  Plaintiffs seek injunc;cive relief and compensatory and punit‘i_ve damages in an
-amount to be proven at trial.

SIXTH CLAIM FOR RELIEF

Trespass to Chattels (H2 against DOES 1-7) -
122.  Plaintiffs reallege and incorporate by this reference each and every allegation set

forth in paragraphs 1-67 above.

123. Defendants’ activzties resulted in the unauthorized access to the computers of H2,
resulting i'n theft of information, account éredentials, and funds.

124. Defendants have used a computer aﬁd/or computer network, without authority,
with the intent to cause physical injury to the prope;ny of another.

125. Defendants have, without aﬁthority, used a computer aﬁd/or computer ne{work,
without authority, with the intent to trespass on the computers and computer networks of
Plaintiffs and their contractual counterparties.

126.  As adirect result of Defendants’ actions, Plaintiffs have suffered and continue to
suffer irreparable harm for which thére 1s no édequate remedy at law, and which will continue
unleés Defendants’ actions are enjoined. ;

‘1 27.  Plaintiffs seek injunctive relief and compensatory and punitive damages in an

amount to be proven at trial.
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i - ‘ : ‘ '
i . . . SEVENTHCLAIM FOR RELIEF .

Blohi Conversion (H2 and Gatehouse against DOES 1-7) .

-128. Plarntlffs reallege and mcorporate by thls reference each and every allegatron set
J fo‘rth in paragraphs 1 67 above

g .]2 ), Defendants have used a computer and/or computer network w1thout authonty,

’ w1th the 1ntent to convert the property of H2 and Gatehouse

i
s 13,0., : Defendants have w1thout authonty, used a computer and/or computer network

w1thout authonty, w1th the 1ntent to trespass on the computers and computer networks of
Plalntrffs and thelr contractual counterpartles

- - i ; . . .
- 131 As a dlrect result of Defendants actlons Plarntlffs have suffered and contmue to

.- suffer irre; 3arable harm for whrch there isno adequate remedy at law and wh1ch w1ll continue

unless Def endants actrons are enj omed ‘
! P el

132. Plamt1ffs seek 1njunct1ve rehef and compensatory and pumtrve damages in an
ol famounttobe_provenattnal. R S ' : _ | o A 4
EIGHTH CLAIM FOR RELIEF

; Unjust Enrichment (Plaintiffs against DOES' 1-7) . .
{7 ’1_33.‘" P1a1nt1ffs reallege and mcorporate by th1s reference each and every allegatlon set

- forth inrparagraphs 1-67 above. K $

] 1314 The acts of Defendants complamed of herem constrtute unJust ennchment of the
,'_Defendan'%cs at th‘eexpense of Plaintiffs.

b ._ . _1'3;"5.‘ Defendantsipr'ofited njustly from their unauthor_rzed and uniicensed use of *
“P..la‘intiffs property | . | | .

: 13{6 ‘ Defendants had an apprec1at10n and knowledge of’ the beneﬁt they denved from -

o their unauthonzed and/or unhcensed use of Plamnffs property
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13":7 . Retention by the Defendants of the profits they derived from their tnalfeasance
“would be;%n_equi,table.
| 138. As a direct result of Defendants’ actions, Plaintiffs have suffered and continue to

i . . 1 = . [ .v
suffer irre;i)ag'able harm for which there is no adequate remedy at law, and which will continue

" unless Defendants’ actions are enjoined.
13:9_. Plaintiffs sdek: injunctive 'rel_ief and compensatory and punitive damages in an
" -amdnnt to ba" proven at trial, .includi'ng _withdut limitation disgongement of Defendants’ ill-gotten
- .. profits. ! A ‘ " | iy
; PRAYER FOR RELIEF
| WI!HEREFORE, Plaintiffs pray that tne Court":

1.:  Enter judginent in favor of Plaintiffs and against the Defendants.

2.| ' Declare that Defendants’ conduct has been willful-and that Defendants have acted ' '

- with fra_ud?, malice and dppression.
3 : : Enter a nrcliminary and permanent injnnCtiqn anjoining_ Defendants and-their
R ofﬁce‘rs,l diirécto'rs, principais,’ agents, seryants, empioyees, successor“s, and assigns, and all
persons arid entities in'acti\./_e concert or panicipation with them, from .engaging in any of the

. . activity cdmplained of herein or ﬁ'br_n causing any of }thé injury complained nf he'rein,'and from
assisting, aidi.ng or abetting any other person or businéss entity in engaging in or performing any
of the actlvxty complamed of herein or from causing any of the i 1nJury complamed of herein. |

4. Enter a prehmmary and permanent 1nJunct10n isolating: and securmg the
1nfrastructure mcludmg the software operatmg from and through the infrastructure, outs1de of

1

the oontro;l of Defendants or then' represcnftatlves or agents.
R
i
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5. Enter judgment awarding Plaintiff actual damages in an amount to be proven at
trial.
6. Enter judgment in favor of Plaintiffs disgorging Defendants’ profits and;

9..  Order such other relief that the Court deems just and reasonable
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Dated: January 7, 2026 Respectfully submitted,
€

Diana Marie Fassbender

Diana Marie Fassbender (Florida Bar No. 17095)
ORRICK, HERRINGTON & SUTCLIFFE LLP

215 NW 24th St, Suite 200

Miami, FL 33127

Tel: (202) 339-8533

dszego@orrick.com

Robert L. Uriarte (pro hac vice forthcoming)
ORRICK, HERRINGTON & SUTCLIFFE LLP
355 S. Grand Ave.

Ste. 2700

Los Angeles, CA 90017

Tel: (213) 629-2020

Fax: (213) 612-2499

ruriarte@orrick.com

Ana M. Mendez-Villamil (pro hac vice forthcoming)
ORRICK, HERRINGTON & SUTCLIFFE LLP \
The Orrick Building

405 Howard Street

San Francisco, CA 94105

Tel: (415) 773-5700
amendez-villamil@orrick.com

I Of Counsel:

' Richard Boscovich
MICROSOFT CORPORATION
Microsoft Redwest Building C
5600 148th Ave NE

Redmond, Washington 98052
Tel: (425) 704-0867
rbosco@microsoft.com

Attorneys for Plaintiffs
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